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Samsung Exynos
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e X Exynos 3110 Exynos 8890 Exynos 2100
o 45 nm, 1 GHz 14 nm, 2.4 GHz 5nm, 2.9 GHz



Global Smartphone Shipments Market Share

2018 2018 2019 2019 2019 2019 @ 2020 @ 2020 | 2020
Brands Q3 Q4 Q1 Q2 Q3 Q4 Q1 Q2 Q3
Samsung | 19% 18%  21% 21% 21% 18% 20% 20% 22%
Huawel 14% 15% | 17% | 16% 18% 14% 17% 20% 14%
Xiaomi 9% 6% 8% 9% @ 8% 8% 10% 10% 13%
Apple 12% 17% 12% | 10% | 12% 18% 14% 14% 11%
Oppo 9% | 8% 8% 9% 9% 8% 8% 9% 8%
VIVO 8% 7% 7% 8% @ 8% 8% 7% 8% 8%
realme - - 1% 1% @ 3% 2% 2% 2% 4%
Others 29% 29% 26% @ 26% | 21% 24% 22% 17% 20%
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Global Smartphone Chipset Market Share
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Root of Trust
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HARDWARE
ROOT OF TRUST BUILD TRUST MAINTAIN TRUST PROVE TRUST
Samsung Secure Boot Key Trusted Boot using Real-Time Kernel Attestation
TrustZone-based Integrity Protection (RKP)
Rollback Prevention Fuses Measurement Architecture
(TIMA) Periodic Kernel
Measurement (PKM)

Knox Warranty Fuse
Rollback Prevention

I | )
Device Root Key (DRK) DM-Verity

Device-Unique Hardware Key SE for Android

(DUHK)
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https://docs.samsungknox.com/admin/whitepaper/kpe/hardware-backed-root-of-trust.htm
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Samsung Trusted Boot
T — )

Android
N kernel
Product
Platform
| Vendor |
| System | R BL2 B
~ Kernel SBOOT
I O N Boot Loader TrUStZOne , BLl 3
; % S;::I.;e TrustZone || Hypervisor
gg ~ Hardware
s BootROM
‘0 \ J
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Samsung Trusted Boot

-

Platform

| System

Boot Loader

| TrustZone || Hypervisor

Hardware

~

Hardware PBL:
- verify secure boot (SBOOT) & load

SBOOT:

- set handler for Monitor mode, drop privilege
- request EL3 to initial TEEOS

- verify & load hypervisor (uh.bin)

- verify & load kernel (boot.img)

Kernel with DM-Verity:
- verify system.img & mount
- verify vendor.img & mount



OTHER DEVICES
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ATTACKER —— KERNEL

Requests kernel to
modify components

Kernel has full access
to components

e
CRITICAL
SYSTEM
COMPONENTS

ANDROID
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Kernel can directly modify critical system components,
making them vulnerable to attacks.
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Samsung Real-time Kernel Protection (RKP)

KNOX DEVICES

S

ATTACKER ——> KERNEL

Requests kernel to
modify components

RKP verifies requests .

Components
are read-only

CRITICAL Only safe requests are executed
SYSTEM <€
COMPONENTS
ANDROID TRUSTED EXECUTION

ENVIRONMENT

RKP only executes instructions from kernel if safe.
Secure World separation isolates RKP from security threats.




Samsung Exynos SBOOT

Download Mode
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http://hexdetective.blogspot.com/



ol KNOXWARRANTY VOID

LR MONE

QOPRLORD SEEED: FAST

PRODUCT NAME: SM-A515F

CURRENT BINARY: Samsung Official
K6 STATE : Prenormal

FRP LOCK: OFF

OEM LOCK: ON(L)

CEMBRER_ID: SR

DID = 2813f674c1d4cel
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%8 Android boot process

>[ Special Mode ] ~ Peripheral
Firmware (radio)
EL3|EL1 T ELO
[ BL1/BootROM J p \
»  Trusted OS (tz) >[ Trusted Apps ]
- ~
Secure World

- ~ Non-Secure World
BL2 H BL31 ]——b BL33 (aboot)

if UNLOCKED,
skip verification

Android Kernel Android Framework/Apps
— Load and Verify (boot) (system/data)

S

cocoTBEp

OxcnnyxeH



O
Q
m
|
o]
O
O

T
Ll

X

(- |
=

- g
O

PARAM partition

PARAM ]Blocko
. (jpg, adv-env.img,..)
param.bin
- .jpg boot logo
- adv-env.img
]Blockn-1

https://www.sciencedirect.com/science/article/pii/S1742287618300409
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SBOOT environment variables, stored in

adv-env.img

>

v vV v v Vv VvV VvV VvV V

REBOOT_MODE
SWITCH_SEL
DEBUG_LEVEL
SUD_MODE
DN_ERROR
CHECKSUM
ODIN_DOWNLOAD
SALES_CODE
SECURITY_MODE
NORMAL_BOOT

CP_DEBUG_LEVEL
USERBOOT_MODE
DIAG_MODE
CHARGING_MODE
INT_RSVD14
LCD_RES

CMDLINE

vV vV}|Vv]|Vv Vv Vv VvV VvV V

BARCODE_INFO
KEEP_LOG



adv-env.img> CMDLINE

cocoTBEpP

OKCUDIIKEH

SAMSUNG



OpuvruHansHoe sHaqeHne

v
HassaH|
Oner Eg
Maruxa
Wrops N
Matseil
HaiiTu TexcT...

v Obwwe paspes
g KoHTakTsl

v AHanuTuka 4

G BaxHoe

@ Useneuenme Samsung Exynos -

M3BneueHne Samsung Exynos

Vizenevenne AaHHbIX U3 YCTPOWCTB Samsung € Npoueccopom Exync

Moaxntouenune ycrpoiictea

@ nouck ycTpoiicTea Samsung noAKAK4eHHOro no USB 8 pexume ODIN (L)
@ urenne napametpos ycrpoiictea

6HapyxeHo: Galaxy S8 (SM-G950F) (noaaepxueaeTcs)

Manka n3en

HUA C:\Users\Marketing\Documents\Oxygen Software\Extractions
nOArOYOBKE K U2BNCUEHMIO

@ 3arpyska MmoandUUMPOBaHHOro 06pasa B yCTPOICTBO [k
@ nepesarpyska ycrpoiictea
& urenne pasgena cache (500.0 Mb)
& 3arpyska 3kcnnoiita B ycTpoiicTeo
@ nepesarpyska ycrpoiictea & pexame ODIN
@ nNpumenenne yassumocTy
Mepe3arpy3ka ycTpoiictea
Moxanyicra nepesarpyanTe yCTPOICTBO B PYYHOM pexume B 0ObIYHOE COCTORHME,

Ec/u yCTPOWCTBO Nepe3arpy3nnoce, HO He 0GHapYXeHo B NPorpaMme, oTknrouuTe ero ot MK i
NOAKNOUMTE CHOBA.

WzBneuenne gannbix

Bpems

3ameTka

https://youtu.be/EXKCAMPIrAU



Yacosoi Nosic  OpuUriHanbHoe 3HaqeHue

B &

v Uzsneyenns 10

Hassa|

Oner Eg

\ Wrope 1

Haittn TexcT...

v Obwwe paspens|
g KoHTakTbl

v AHanuTuka 4

245/1

&) Ussneuenme Samsung Exynos

M3BneueHne Samsung Exynos

VzBneyeHne AaHHbIX U3 ‘,’CTpOﬂCTE Samsung ¢ npouyeccopom E).)HOS.

Manka n3eneyeqns: C:\Users\Marketing\Documents\Oxygen Software\Extractions
l'lonrovosxa K M3BAGUEHUIO
3arpyska MmoanpuumpoeanHoro obpasa e ycTpoiicteo
Mepe3arpyska ycrpoicTea
YUrenne paszaena cache (500.0 Mb)
3arpyska 3KCnoiiTa B yCTpOoiicTBo
Mepes3arpy3ka ycTpoiictea B pexume ODIN
MNpUMeHeHHe yA3BUMOCTH
Mepe3arpy3ka ycrpoiictea

0000000

WzBneuenne ganHbIX
i Moabop napons

Tun wupposanna: Fpaduyeckuii KNy

IPEO/J nonb30BaTeNLCKOro Napons I npuueum }

Cxopocts nepeGopa naponeil 3aBUCHT OT MOAE/N YCTPOIICTBA U coCTaBnAeT ot 3 Ao 10
naponeii B cekyHay.

Cnoeape: patterns-4 (~3 min) CraQr Cron
Bpemenu npowno: 00:11 MpoeepAeTca: 2594

PacyeTtHoe epema: 01:00
UTeHne NoNb30BaTeNLIKOro pasgena
BoccranoBnenue pasgenos ycrpoiictea
Mepe3arpy3ka ycTpoiicTea B pexyume ODIN
3arpyska (Gaiinoe ANA BOCCTAHOBNGHUA
Mepesarpyz3ka ycrpoiicTea
BoccraHoBneHue pasgena cache
Mepe3arpy3ka ycrpoiictea 8 pexume ODIN
BOCCTaHOBNGHUE Pa3genos

Mepesarpyska ycTpoiicTea

1921

o

Bpema

Havano ¥ a

11.09.2020 14:51:06

Hayano wMnopTa

09.02.2020 13:17:10

Ha4ano wMnopTa

18.02.2020 18:38:04

Hayano umnopTa

21.10.2019 10:13:11

3amMeTKa

https://youtu.be/EXKCAMPIrAU



Vulnerable devices

Android 7-8 and upgradable to 9
Samsung Exynos devices:
A2-A8, S6-S9, J2-J7
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Android 9+ Fi

e-Based Encryption

= )
Sensitive
Data EI
Protected
Data
. J
OFF

T — )
Sensitive
Data @
Protected
Data
- J
ON, LOCKED

= )
Sensitive
Data
Protected
Data

. J

ON, AUTHENTICATED

https://docs.samsungknox.com/admin/whitepaper/kpe/sensitive-data-protection.htm
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Android 9+ System-as-root (SAR)

Type Boot Method  Partition

I A A-only
[l B A/B
1] B A-only
IV C Any

https://topjohnwu.github.io/Magisk/boot.html

2SI
No
Any
Any

Yes

Ramdisk in boot
boot ramdisk
recovery ramdisk
N/A

Hybrid ramdisk



o8 Android 10+ Two Stage Init (2SlI)

boot_a boot_a
boot_b boot_b
dtbo_a dtbo_a
dtbo_b dtbo_b
recovery_a recovery_a
recovery_b recovery_b
metadata metadata
vbmeta_a vbmeta_a
vbmeta_b vbmeta_b
vendor-specific vendor-specific
I O system_a
L % vendor_a
x =
_8_ product_a
= S
S O system_b
@) vendor_b . .
o X oduetb https://source.android.com/devices/tech/ota/
o dynamic_partitions/implement
userdata userdata -




8 Android 9+ SBOOT Exploit

>[ Special Mode ] ~ Peripheral
Firmware (radio)
EL3|EL1 T ELO
[ BL1/BootROM J p \
»  Trusted OS (tz) >[ Trusted Apps ]
- ~
Secure World

- ~ Non-Secure World
BL2 H BL31 ]——b BL33 (aboot)

if UNLOCKED,
skip verification

Android Kernel Android Framework/Apps
— Load and Verify (boot) (system/data)

S
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Android 9+ SBOOT Exploit

> modify CMDLINE
> custom initramfs (ramdisk) @
> DEFEX: signed dpolicy

> SELinux: always enforcing

cochTBEP
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Galaxy A51 (Android 11

/ # getprop ro.product.model

SM-AS15F

/ # getprop ro.build.version.release

11

/ # getprop ro.build.version.security_patch

/ # id

uid=6(root) gid=0(root) groups=08(root) context=u:r:adbd:s@
/ # 1ls /data/data

android
android.auto_generated_rro_product__
android.auto_generated_rro_vendor__
android.autoinstalls.config.samsung
com.android.apps.tag
com.android.backupconfirm
com.android.bips
com.android.bluetooth
com.android.bluetoothmidiservice
com.android.bookmarkprovider
com.android.calllogbackup
com.android.carrierconfig
com.android.carrierdefaultapp
com.android.certinstaller
com.android.chrome
com.android.companiondevicemanager
com.android.cts.ctsshim
com.android.cts.priv.ctsshim
com.android.dreams.basic
com.android.dreams.phototable
com.android.dynsystem

O"kcnu_msﬂ




Vulnerable devices

Android 9-11 Samsung Exynos devices:
A10-A51, S10-S20, M10-M31
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23 Breaking Samsung's Root of Trust

>[ Special Mode ] ~ Peripheral N\
Firmware (radio)
EL3|EL1 T ELO
[ BL1/BootROM ]
» Trusted OS (tz) >[ Trusted Apps ]
Secure World

- ~ Non-Secure World
BL2 H BL31 J——b BL33 (aboot)

if UNLOCKED,
skip verification

Android Kernel Android Framework/Apps
— Load and Verify (boot) (system/data)

https://i.blackhat.com/USA-20/Wednesday/us-20-Chao-Breaking-Samsungs-Root-Of-Trust-
Exploiting-Samsung-Secure-Boot.pdf

R

KCUO>KEH
cocoTBEp

o7



O
Q
m
|
o]
O
O

T
Ll

X
=
o
- =
O

[lopBenem IToru

> Samsung Exynos ycTponcTBa ropasgo nyyile 3auMiLeHb
oT malware B cpaBHeHMN ¢ 6onbWMHCTBOM apyrux Android
YCTPOUCTB

> TeM He MeHee OHW coepXaT YA3BMMOCTb, MO3BOJISIOLLYIO
BHEAPUTbLCSA B NPOLLECC 3arpy3Kun, KOTOPYH MOXHO
MCMNoNb30BaTb NPU NPOBEAEHUN CYyAeOHO-TEXHNYECKOM
3KCNepPTU3bl AN U3BNEYEHUS AAHHbIX



OKcnoKeH

codpteep

bnarogapto 3a BHUMaHue!

......

.....

KapoHpeee AHapen
karondeev@oxygensoftware.com

) XK % P 4« O (32
>rp /



